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Security
Operations




Operations Security

Operations Security is used to identify the controls over hardware,
media, and the operators with access privileges to any of these
resources.

Audit and monitoring is the mechanisms, tools and facilities that
permits the identification of security events for reporting to appropriate
parties. (ISC? Study Guide)
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Organization of Computer
Operations

IT Operations Management

Input/output control
Data entry
Computer operations

Production control and scheduling

A T o A o

Library management and change management
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1. IT Operations Management

IT Operations Management has the overall responsibility for developing
computer operations standards and procedures for efficient and
effective operations

IT Management is also responsible for ensuring that there are sufficient
IT resources to meet the current and future business needs
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1. IT Operations Management

Means to manage and control IT operations
o Recruit sufficient computer operators
° Organize communication between shifts
° Provide operations documentation to support computer operations

o Set up processing checklists and priorities
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1. IT Operations Management

o> Obtain and review:

°c Hardware and software problem report

o Statistics of scheduled and unscheduled system
downtime

> Re-run jobs and the reasons
o CPU utilization

o Computer storage utilization
> SLA achievement
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2. Input/Output Control

Data Input Control
> Receive source documents for batch data entry

> Authenticate the source documents
o Use batch and control totals to ensure all source documents are processed
° Input the data in a timely manner
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2. Input/Output Control

Data Output Control

o Qutput is produced in the proper format and distributed to the appropriate
users in a secure manner

o Control of production report distribution
> Predefined report recipients
o Check completeness beforedistribution
> Recipient check all reports received
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2. Input/Output Control

o Restrict access to spooled reports to prevent

o Compromise confidentiality

o Unauthorized report deletion
o Computer generation of negotiable instruments

° Sequence control
> Detection of missing of negotiable instruments
° Inventory of sensitive and critical stationaries
o Keep in a secure location

° Properly recorded
o Stock taking on a regular basis
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3. Data Entry

Enter data by using data entry device to create data file for subsequent
processing

Key verification is a common control technique for verifying the
accuracy of inputted data

Sufficient audit trail for checking when required
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4. Computer Operations

Carry out ad-hoc and scheduled computer jobs

Guided by operation procedures to ensure computer operations are
carried in a efficient and effective manner

Example of operation procedures
o System startup and shut down procedures

° Error handling procedures
o Data backup and restore procedures
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4. Computer Operations

Operation tasks
o Restart and shut down computers

° Running and monitoring computer jobs

° Report printing

> Backup/restore of system and data files

° House keeping

o Control access to the data processing centre and computing facilities
o Participate in disaster recovery testing
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4. Computer Operations

° Maintain registers and operational statistics for measuring SLA achievement

o Report equipment failures and operating errors
° Ensure an adequate supply of computer consumables
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5. Production Control and
Scheduling

Schedule computer jobs processing sequence, for both ad-hoc and
routine jobs

Define the conditions for starting/re-starting a job
Define job dependencies
Ensure all jobs are completely processed

Manual processing of scheduled job or using job scheduling software
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5. Production Control and
Scheduling

Manual
° Rely on operator to run a job

(o]

Use job processing checklist for controlling job processing

o

Manual job monitoring and logging

(o]

Job processing records review by supervisor to ensure computer jobs are
accurately and completely process

(0]

Effective for simple batch jobs
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5. Production Control and
Scheduling

o Automatic (Job Scheduling Software)

o Automatic processing of batch jobs

o Setup once
o Control job dependence
° Error detection and logging
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6. Library Management and
Change Management

Manage computer tapes/cartridges movement
o Recording of receiving, lending, removing of computer tapes/cartridges

o Regular stock taking to detect missing of computer tapes/cartridges
> Proper audit trail of computer tapes/cartridges movement
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6. Library Management and
Change Management

Manage production software inventory
o Software version control

> Job control language and processing parameter control
o Computer source and object control (e.g. synchronization)
° Logging of addition, deletion and updating of software inventory
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Operations Administration

Background checking

Segregation of duties
Job Rotation

Least privilege

A S

Need to know
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1. Background Check

Verification checks before employing an operations staff for
o HKID

o Availability of satisfactory character references

o Checking of the applicant’s curriculum vitae
o Confirmation of claimed academic and professional qualifications
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2. Segregation of Duties

Ensure critical stages of a process are not under the control of a single
individual

Errors and irregularities performed by one user can be detected by
another user

Potential damage can be minimized
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2. Segregation of Duties

Appropriate segregation of duties between
o Users

o |IT developers
o Data center staff

Achieved by

> Policies

o Procedures

° Qrganization structure

So that no one individual can perform unauthorized activities
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2. Segregation of Duties

In computer operations, the following duties can be defined
Production Control

o

(o]

Data Entry

o

Librarian

(o]

Operator

o

System Programmer
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2. Segregation of Duties

In software programming, the following function groups can be defined
o System Analyst

(o]

Programmer

o

Database Administrator

(o]

Security Officer

o

Quality Assurance
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2. Segregation of Duties

System Analyst IT Dewveloper | Data Entry | Computer Operator Librarian
System Analyst X X
IT Developer X X X
Data Entry X X
Computer Operator X X X
Librarian X X

X means imcompatible duties
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3. Job Rotation

A detective control

Require operations staff to rotate their job duties on a regular basis for
allowing another staff to detect anomalies

Having human resources policy to require operations staff to take
annual leave for at least 2 consecutive weeks
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4. Least Privilege

Preventive control

Only the minimum access privilege is granted to perform a task

Purpose of least privilege is to ensure that a task can only be performed
by authorized user

For example
o “Super User” privilege is not granted to Operations staff
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5. Need To Know

Preventive control

Only those users who need to perform a task is provided with the
information and knowledge for processing the task

This can be achieved by restricting users to access operations manual,
system documents, etc.

Reduce the risk of unauthorised system access

26/11/2015 COPYRIGHT © RICCI IEONG FOR USTTRAINING 2015




Operations Controls

Change controls

Problem management
Capacity management
Document controls

Media handling
Operations acceptance test
Audit trails

Virus controls
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Physical Security

Physical facility is the building or vehicle housing the system and
network components

The physical characteristics of these structures and vehicles determine
the level of physical threats such as fire and unauthorised access

The facility’s geographic location determine the characteristics of
natural threats such as earthquakes and flooding
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Physical Security

- 2 a4 % 2

Natural
Environmental
Threats

Politically Motivated

Supply System

Manmade Threats
Threats

Threats

Power outages,
communication
interruptions,...

Explosions, disgruntled Strikes, riots, civil
employees, fraud, ... disobedience,...

Floods, fire, earth
guake...
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Physical Security

Element for Physical Security Measures

Determent
o Convince people not to attack

Detection
o Alarms, guards, and other means of detecting attacks

Delay

o Elements thatslow down an attacker, e.g. locks & safes

Response
o @uardsoracall to the police
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Physical Security - Controls

Administrative controls

> facility selection, facility construction and management, personnel control,
evacuation procedure, system shutdown procedure, fire suppression procedure,

d
handling procedures for other exceptions such as hardware failure, bomb threats,
etc.

Physical controls

o facility construction material, key and lock, access card and reader, fence, lighting,
etc.

Technical controls

> physical access control and monitoring system, intrusion detection and alarm

system, fire detection and su%c_)r_ess_ion system, uninterrupted power supplﬁ
heating / ventilation / air conditioning system (HVAC), disk mirroring, data backup,
etc.
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Security Considerations Of
Physical Security

What are the security considerations in protecting the equipment when they go
into the cloud?

o

o

Access Control
° Who have access to the servers and storage devices?

(¢]

Against Hazards
> Fire and smoke sensors
o Fire extinguishers

o Water sensor and raised floors
o UPS

o

Against Attacks

o Fast recoveryat a backup site

(¢]

Retiring Devices
o Define retirement process of failed or used storage devices
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Security Considerations Of Physical
Security - Access Control

Access Control and Auditing
° Lock and key
o Access card and reader

° Fence
o Lighting
° Doorway and Man-trap

Access Monitoring and Intrusion Detection
> Patrol force/ security guard

o Technical access monitoring controls
o Alarm System
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Physical Access Security

Access control facility
° Fence, Gate and Turnstile
° Mantrap

° Lighting
o CCTV
o GQuards
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Fence, Gate and Turnstile

Fence and gate
o Mark the boundary of a facility for deterring unauthorized access
o Must be tall enough for stopping a determined intruder

Turnstile is a revolving gate that restrict the number of users to enter or
leave a facility at a time for pedestrian traffic control
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Mantrap

Mantrap consists of a set of double doors where one of the doors can
be opened at a time for access control

For additional security, person entering and leaving a facility can be
monitored and controlled by a guard
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Lighting

One of the most basic (and cheapest) components of a security system

Carefully designed and coordinated interior and exterior lighting
systems can exert a significant deterrent effect
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Closed Circuit Television
(CCTV)

For preventing and detecting of abnormal events

Locate CCTV in strategic points such as:
° Entries to Data Centre

> Unmanned machine rooms

Live events should be recorded and retained for future analysis and/or
prosecution
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Guards

Good for controlling physical access and perimeter security, e.g. register
visitors, escorting visitors

Will be more effective if supplemented by locked doors and CCTV

Good for situation (e.g. during emergency) which require making
immediately judgments and decisions

Guards must be trained so that they can perform their work effectively
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Access Control System

There are three types of user authentication methods for controlling
user access:
o Something an individual knows (e.g. password)

o something an individual possesses (e.g. smart card)
> something an individual has (e.g. fingerprint)

These methods can be used alone or in combination
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Programmable Lock

Programmable lock require user to enter a pattern of digits (lock
combination) on the numeric key pad for determining whether access is
allowed

Programmable lock can be mechanically or electronically based

Suitable for areas with low access security controls as password can be
obtained by observing an authorised user entering the lock combination
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Memory Card

Memory card store, but not process information

Memory card is significantly more secure than password, especially if
memory card must be presented for entering and leaving the controlled
areas

More administrative overhead for managing the memory cards, e.g. lost
cards handling
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Biometrics Systems

Biometrics system identify people by a unique human characteristics
such as size and shape of a hand, fingerprint, voice, iris, etc.

Benefits of Biometrics for access control
> More secure as sharing/stealing of access card is eliminated

o Administrative time for handling lost card is reduce
> Convenience
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Security Access Control
Hand Geometry Reader

26/11/2015 COPYRIGHT © RICCI IEONG FOR USTTRAINING 2015




Network Operation Centre
Closed-circuit TV Surveillance System (CCTV)
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Security Operation Center




Configured with a
fail-safe back-up
system and with
temperature and
humidity control
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Uninterruptible Power Supply
(UPS)
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FM 200 Fire Suppression System
and Pre-Action Sprinkler System
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Cages, Racks and Cabinets




Cloud Computing
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Grid Computing

Grid computing is the federation of computer resources from multiple
locations to reach a common goal.

The grid can be thought of as a distributed system with non-interactive
workloads that involve a large number of files.

UST has two supercomputer during 1994 - 1996
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Hong Kong University of Science and Technology e [ dost forcapacky anc |
i data-intenst B
URL http://www.ust.hk/ SUPERCOMPUTING computing EE::Iv;ges

COMFERENCE

Segment Academic
City Hong Kong
Country Hong Kong

Systems History

List Highest Rank Systems
1996/06 ([ 346 2
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What is Cloud Computing?

€« c https://www.google.com.hk

+You Search Images Videos Maps Translate Gmail More ~

Cloud computing is |

cloud computing is the future

cloud computing is bullshit

cloud computing is bad

cloud computing is not possible without
cloud computing is a trap

cloud computing is not new

cloud computing is stupid

cloud computing is a fad

cloud computing is the same as e-commerce
cloud computing is software or hardware

Google Search I'm Feeling Lucky

iGoogle  Change background image Advertising Programs  Privacy & Terms  About Google  Go to Google.com

v m] Investment Summa
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Large Scale Cloud Computing

"7 webservices"

‘l | \ i g— ‘l\
J 10 "amazon % G&a!mgnybeta
®

Wlnd ows Azure Etera............. SR

LITY COMPUTING TECHNOLOGY PARTNERS GRID UNIVERSITY COMPANY

r OCkspaceg> Cloud Computing Cloudware - Cloud Computing Without Compromise

Aunriiam

IT HOSTING

.n
: amazon
webservices™

Amazon $3

gﬁ%’ b-h i ve Simple Storage Service

26/11/2015 COPYRIGHT © RICCI IEONG FOR USTTRAINING 2015




3 Service Models of Cloud
Computing

SaaS (Software-as-a-Service)
o The consumer uses the provider’s applications on a cloud infrastructure

o E.g. Google Apps, Salesforce

PaaS (Platform-as-a-Service)
o The consumer deploy consumer-created or acquired applications onto the cloud infrastructure
° E.g. Windows Azure, Google AppEngine

laaS (Infrastructure-as-a-Service)
> The consumer provision processing, storage, networks, and other fundamental computing resources
o E.g. Amazon EC2, GoGrid

'm. A — m‘
Software as a Platform as a Infrastructure as a

Service (SaaS) Service (Paa$) Service (laaS)
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5 Essential Characteristics of
Cloud Computing

Broad network access
o Ubiquitous — can be accessed everywhere

Rapid elasticity
> Highly scalable, even appeared as “unlimited” to the users

M ea S u red S e rVi C e S Rapid Elasticity Measured Service Lafbe

Network Access Self-Service

* Pay per use ("Taxi” metaphor)
esource Foo mg

On-demand self-services

o Users can request the service automatically without human interaction with
the service provider

Resources pooling

> Shared resource pool, user has no control over the exact location of the
provided resources
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Terminology of cloud
computing

Public Private Community

Public Cloud

° The cloud infrastructure is owned by an organization selling cloud services

Private Cloud
> The cloud infrastructure is operated solely for a single organization

Community Cloud

> The cloud infrastructure is shared by several organizations having similar
requirements

Hybrid Cloud

> The cloud infrastructure is a composition of two or more clouds (private,
community, or public)
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Windows Azure

& -> C' | & Microsoft Corporation [US]| https://login.live.com/login.srf?cbcxt=azu&vw=1300&Ic=1033&wa=wsigninl.0&wtrealm=urn:federation:MicrosoftOnline&wctx=wa?

Th) BEER | EX

| cEasgErEE: (08| [FEE

B@ Windows Azure

Flexible.
Open.

Rock Solid.

Don't have a Microsoft account? Sign up now @

Office 365 users: sign in with your organizational account @

©2013 Microsoft  Terms  Privacy & Cookies

sign in

Microsoft account What's this?

‘ Lsomeone@example.com

Password

Keep me signed in

Can't access your account?

Sign in with a single-use code

Help Center

Feedback
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Cloud related threats

Isolation risk

De-perimeterization

Roles & responsibilities issues
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De-perimeterization

Forrester Research proposed Zero-Trust architecture

° No default trust for any entity including users, devices, applications and
packets

o Keep the concept of protecting compartmentalize different segments to the
network

VLAN (Virtual Local Area Network) can be used for segment the network
but cannot enforce the control based on threats or detected privileged

information
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Final words
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What else you have to learn

ITIL Process
o Operation Security

(o]

Change Management

o

Problem Management

(o]

Capacity Management

(¢]

Secure Application Programming Practices
IT Security Policies and Security Management

Physical Security
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What you can learn from
exam?




Prepare for Future

Hot topics in IT Security Field
° |dentity Management
Online Fraud Detection
Mobile and Cloud Security Architecture Design

(o]

o

(o]

Cloud Security implementation

o

Software Defined Network

[¢)

Application Security

o

loT Security
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Prepare for Certificate

ISC2 EC-Council
o CISSP o CEH

o SSCP SANS

> CSSLP - GCRA

o CCSP . GCFE

o CCFP - GREM
CSA o GWAPT
o CCSK

ISACA

o CISA

o CSX
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Security related work in HK
industry

« Security
Architect

N\ 7~ N\

« Security
Applications
Developer

N : Y
Implementation
Review Operations
4 ™
« Security Security

Assessor/ Administrator
Security
Auditor
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